gieom Case Study

UK Financial Services Supervisory
Authority

Operational Risk & Resilience

Our client: The UK Financial Services Supervisory Authority set up by the UK
Government under the Financial Services and Markets Act 2000 as a non-profit
statutory body, independent of the financial services industry and regulators.

The Authority was established in the interests
of consumer protection. When a consumer
uses the services of a firm that goes out of
business, the Authority has the ability to pay
compensation when the consumer is unable

Within just 6 months, Gieom
replaced the Authority’s
incumbent Governance, Risk &
Compliance (GRC) platform

to recover funds owed to them by the failed with Risk Central to manage
firm. their Operational Risk &
Resilience.

The Authority’s remit encompasses deposits,
insurance, investments and mortgage
broking, debt management business and -
more recently — funeral plans administered
by regulated firms.

Our UK Financial Services Supervisory Authority client launched a project to
appoint a single service provider for an integrated operational risk and resilience
solution.

Their primary requirements included:
Risk features

e The central registry for managing strategic risks and controls
¢ Metrics library and an action plan library

¢ RCSA (Risk & Control Self-Assessment) monitoring

e Model-based scoring of inherent and residual risk

e Algorithm-based automated performance

1. Risk scoring

2.Control testing

3.Incident management

4.Risk appetite heat maps

5.Event dashboards



Resilience features

e Centralised definition of important business services Mapping of
key activities and resources

e Conducting business impact analysis Assessing impact tolerance

e Performing FMEA (Failure Mode & Effect Analysis)

e Impact charts for Resilience Monitoring

1. Operational

2. Financial

3.Reputational

4.Regulatory

Our client was using a hybrid system to manage their risk and resilience. Prior to
Gieom, they were managing risk and resilience via a combination of Excel
spreadsheets and an in-house developed technology system. Some of the key
hurdles the faced included:

B Non-availability of consolidated Evidencing compliance with
reports with drill down regulatory requirements

@ Excel-based management that was Limited scalability to

time-consuming and error-prone accommodate business growth
and exponential rise in regulatory
L} Reactive versus proactive decision- obligations
making
@0 'nadequate user interface and

@ Lack of clarity on the RACI poor client experience
(Responsible, Accountable,
Consulted, Informed) responsibility
matrix

Single source of truth

Gieom'’s Risk and Resilience platform has become the single integrated solution
used throughout the Authority for all risk and resilience reporting. Whether
checking the risk position, tasks allotted, incidents reported or resilience status,
Gieom now provides the answers to all queries.

Regulatory compliance
Gieom has delivered a fully automated audit trail, enabling the Authority to
evidence compliance with all UK regulatory requirements.

Flexibility
Ease of use, configurable forms and intelligent workflows ensured that the

solution was very quickly accepted, trusted and used by employees,
enterprise-wide.



Alerts and notifications

Users are able to track upcoming, due and overdue tasks quickly and easily,
aided by automated alerts and notifications. All exceptions and events are
tracked as part of the solution.

Management reporting

Configurable dashboards provide users in different roles with accurate and
timely reporting. Senior management have a consolidated, more granular
view of the risk and resilience status of the firm, which enables proactive

decision making.

Extendibility and scalability
The Authority has gained the ability to scale quickly, easily and cost-

effectively, enabling the organisation to adapt and grow without the need for
significant system overhauls. The Business has gained the ability to self-serve,
being able to create and maintain new workflows, reports and dashboards

without IT intervention.

50%

Less time to rollout
new modules

100%

Compliance with
UK operational
resilience guidelines
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90%

User adoption
within 3 months

70%

Less time needed
for reporting

50%

Improvementin
reporting
accuracy

715%

Reduction in data
errors
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